7777 LN\
UL LN
77 717/ \

\V?///////

\Val
) ANNNRRRRLE
TN
\\

O M\
i
i
11

Cyber
ity Strategy

2023-2030
Australian
Secur



© Commonwealth of Australia 2023

With the exception of the Commonwealth Coat of Arms, all material presented in this
publicationis provided under a Creative Commons Attribution 4.0 Internationall
license at https://creativecommons.org/licenses/by/4.0/legalcode.

This means thislicense only applies to material as set out in this document.

The details of the relevant license conditions are available on the Creative Commons
website at https://creativecommons.org/ asis the full legal code for the CC BY 4.0 license
at https://creativecommons.org/licenses/by/4.0/legalcode.

Use of the Coat of Arms

The terms under which the Coat of Arms can be used are

detailed at the Department of the Prime Minister and Cabinet website—
https://www.pmc.gov.au/government/commonwealth-coat-arms.

Contactus

Enquiries regarding the licence and any use of this document are welcome at:

Department of Home Affairs
PO Box 25
BELCONNEN ACT 2616

P -23-02503-a



2023-2030



>
¢'//, ‘J‘/'/‘
7, I,//I"

I

/%

sl A il
2 il
*
(s oty
° AL :
Wa” ""' iy %
o S eSS S
I / v = V)
S S SIS il
: ) ST
' i S
A S SN
‘ % £ 4
%
. = 2
/X s
‘ 7 oam 5
’/1///"//),’4 ',/ ’0"&,/,,/
o (i N2
phli=——1s
o il 7
L %0741 22
® ‘w,,;‘ Vet S 1=t
[ N, 7 227 oy
Py vt
¢ N \

=~
—
r—

&=
R
N

S
N

"

QN

N
O

e

R
S
\‘\\\ \

LR

{0
S

g
s
VA
W

\
2

)

L2

22
'zfﬁW%

T
==

e

>

L7
S
=

7=~

o

SR

&R
W
IR

208 7,
ity WY e

Yyl N 2

/

»
S
N

[ ]

R

Z
.



Contents

Minister's foreword
Executive summary: Our 2030 Vision

Strategic context
Why we must act now
Why Australia has an opportunity tolead

Our Strategy

Shield 1: Strong businesses and citizens

1. Support smalland medium businesses to strengthen their cyber security
Help Australians defend themselves from cyber threats

Disrupt and deter cyber threat actors from attacking Australia

Work with industry to break the ransomware business model

Provide clear cyber guidance for businesses

Make it easier for Australian businesses to access advice and support
afteracyberincident

7. Secure ouridentities and provide better support to victims of identity theft

o U KN

Shield 2: Safe technology
8. Ensure Australians can trust their digital products and software
9. Protect ourmost valuable datasets
10. Promote the safe use of emerging technology

Shield 3: World-class threat sharing and blocking
11. Create awhole-of-economy threat intelligence network
12. Scale threat blocking capabilities to stop cyber attacks

Shield 4: Protected critical infrastructure
13. Clarify the scope of critical infrastructure regulation
14. Strengthen cyber security obligations and compliance for critical infrastructure
15. Uplift cyber security of the Commonwealth Government
16. Pressure-test our critical infrastructure to identify vulnerabilities

Shield 5: Sovereign capabilities
17. Grow and professionalise our national cyber workforce
18. Accelerate ourlocal cyberindustry, research andinnovation

Shield 6: Resilient region and global leadership
19. Supportacyberresilient region as the partner of choice
20. Shape, uphold and defend international cyber rules, norms and standards

Next steps: Implementation and evaluation

How we will ensure we are on track to deliver

Appendix A: List of acronyms

2023-2030 Australian Cyber Security Strategy

1
12
13

15

16
18
19
20
22
23

25
26

28
29

31
32

34
35
37

38
40

4]
42
44

46
47
50

52
53
55

57
57

59



Cyber security is an urgent national problem, and we need to act now. After a decade of malaise,
Australia has fallen behind. For too long, Australian citizens and businesses have been left to fend
for themselves against global cyber threats.

Cyber security touches the lives of every Australian. Over the past 18 months, millions of Australians
have been affected by devastating cyberincidents. On average, one cybercrime is reported
every 6 minutes, with ransomware alone causing up to $3 billionin damages to the Australian
economy every year.

And, we have good reasons to believe that the threat is going to continue to grow.

Artificial intelligence and machine learning will bring new kinds of risk. The Internet of Things

will lead to billions of additional devices being connected to the Internet, opening new scope for
cyberattack. And, our geopolitical environment is the most challenging we have faced since the
Second World War.

We must not forget that cyber security is also a big opportunity for our country. The global cyber
industry is massive and it is growing rapidly, and it is here to stay. If we play it right, Australiais
uniquely placed to create well-paid jobs for Australians and products that we can export alll
over the world.

Over the last 12 months, | have engaged hundreds of business leaders, community representatives
and cyber experts within Australia and from around the world. | have stepped into the security
operations centres of some of the biggest Australian companies. | have spoken with small
business owners, universities, not-for-profits, and community leaders.

The one thing I have heard consistently is that Australians are demanding action on cyber.

It is time for real and meaningful change. That's why the Albanese Labor Government is launching
the 2023-2030 Australian Cyber Security Strategy. This Strategy sets out our bold vision for
Australia to be a world leader in cyber security by 2030.

Our Strategy willchange the game for Australia’s cyber security. Under the Strategy, we are
building six ‘cyber shields' to help defend our citizens and businesses from cyber threats.
Each shield provides an additional layer of defence, making Australia a harder target.

But we're not only reinforcing our defences. We're also investing in national cyber resilience,

so we can bounce back when we get hit. And we're fighting back, deploying Australia's leading
cyber capabilities to put malicious actors on notice. We are rallying our international network of
cyber guns to help break the business model of ransomware and cybercrime.

1. ASD (2023). ASD Cyber Threat Report 2022-2023.
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Our Strategy calls for a new era of collaboration on
cyberin Australia. We're leading by example,
producing a strategy that defines a clear vision for
both domestic and international cyber security for
thefirst time.

We want to remain the security partner of choice for
nations in the Pacific family. We've consulted closely
with our regional partners to understand their unique
cyber challenges. We've heard from Pacific Islands
that digitisation and connectivity are key parts of their
economic development strategies, but also increase
the cyberrisks they face as nations.

Consultationis at the heart of this Strategy.

Input from thousands of experts, businesses and
citizens across nearly every sector of the economy
have contributed to this plan.

In December 2022, | appointed an Expert Advisory Board to guide the development of the
Strategy — chaired by Andrew Penn AO, former CEO of Telstra, with Rachael Falk, CEO of the
Cyber Security Cooperative Research Centre, and Mel Hupfeld AO DSC. The Board authored a
Discussion Paper which received over 330 written responses. | am deeply grateful for the
stewardship of the Board, and for theirimmense contribution to the Strategy.

Cyber security requires government and big business to lead. From today, we are shifting more of
the cyberrisk to those who are most capable. We are holding industry to higher standards to
protect our devices, our data, and our critical infrastructure. For the first time, Government will hold
itself to the same standard it expects of industry.

The strategy is bold and ambitious — and it has to be. Because one thing is abundantly clear from
what's happened to our cyber environment in the last five years: we simply can't continue as we
are. We need to push harder, we need to get in front of this problem, and for the first time,
Australia’s Cyber Security Strategy will help our country do just that.

The Hon Clare O'Neil MP
Minister for Home Affairs and Cyber Security

2023-2030 Australian Cyber Security Strategy | 5



Executive summary:

Our 2030 Vision

We envisage a future where stronger cyber defences enable our citizens and businesses to
prosper, and to bounce back quickly following a cyber attack.

Each shield provides an additional layer of defence against cyber threats and places Australian
citizens and businesses at its core. Throughout the period covered by the 2023-2030 Australian
Cyber Security Strategy (the Strategy), the Australian Government will work with industry to
reinforce these shields and build our national cyber resilience.

Figure 1: Cyber shields
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Our cyber shields

Strong businesses and citizens

Our citizens and businesses are better protected from cyber threats,
and canrecover quickly following a cyber attack.

Safe technology

Australians can trust that their digital products and services are safe,
secure and fit for purpose.

World-class threat sharing and blocking

Australia has access to real-time threat data, and we can
block threats at scale.

Protected critical infrastructure

Our critical infrastructure and essential government systems can
withstand and bounce back from cyber attacks.

Sovereign capabilities

Australia has a flourishing cyber industry, enabled by a
diverse and professional cyber workforce.

Resilient region and global leadership

Australia’s regionis more cyber resilient, and will prosper from the digital
economy. We will continue to upholdinternational law and norms and
shape global rules and standards in line with our shared interests.

2023-2030 Australian Cyber Security Strategy | 7



Cyber security touches the lives of every personin the country. Australiais an attractive target for
cyber criminals; over the past year, millions of Australians have had their personal data stolen and
released online. Emerging technology is changing our digital landscape, with the rise of artificial
intelligence (Al) and quantum computing creating new opportunities and challenges for cyber
security. The stakes in protecting our people and businesses have never been higher.

Cyber security is not just about defending ourselves against threats — it's critical to support
the rapid adoption of new technologies, boosting productivity and growing the digital
economy. Cyber security presents a thriving and growing business opportunity for our country.
Aninvestmentin our cyber security is aninvestment in our economic security. If we act quickly,
Australia can take advantage of the opportunity to turbocharge our tech sector and create
prosperity for our citizens. We can become a global leader in cyber technologies and be
recognised as a top destination of choice for cyber talent. Our strategy will put Australicin the
fastlane for cyber research, innovation, and entrepreneurship. By 2030, Australia can lead the
cyber frontier.

Although there's alot of work to do, we are starting from a position of strength. Australia has an
extensive track record of trailblazing legislative reform. From our workplace health and safety
reforms to our tobacco plain packaging laws, Australia has continuously set global standards

for public safety. But regulation is not the only solution — we've also got strong cyber offensive
capabilities, led by the Australian Signals Directorate (ASD) and the Australian Federal Police (AFP).
Our world-class research and education institutions will allow Australia to become a globall
leaderin cyberinnovation. Our tech sector is growing rapidly, enabled by the Government's
once-in-a-generation reform of the migration system. We're supported by our deep and trusted
partnerships across the globe, including strong relationships with our regional neighbours,

Quad and Five Eyes partners.

The journey to achieve our 2030 vision requires multiple phases of work and ongoing collaboration
between the Government and industry to uplift our cyber maturity. We will deliver our strategy in
three phases:

In Horizon 1(2023-25): we will strengthen our foundations. We will address critical gaps in our
cyber shields, build better protections for our most vulnerable citizens and businesses, and
supportimproved cyber maturity uplift across our region.

In Horizon 2 (2026-28): we will scale cyber maturity across the whole economy. We will make
furtherinvestmentsin the broader cyber ecosystem, continuing to scale up our cyberindustry
and grow a diverse cyber workforce.

+ InHorizon 3(2029-30): we will advance the global frontier of cyber security. We willlead the
development of emerging cyber technologies capable of adapting to new risks and
opportunities across the cyber landscape.

8 2023-2030 Australian Cyber Security Strategy



We have a clearroadmap for delivery.

Alongside the Strategy, we are releasing an Action Plan that outlines the initiatives that we will
deliverin Horizon 1. The Action Plan details immediate actions that we will take as our first steps on
the journey towards our 2030 vision. It defines clear accountabilities for eachinitiative, identifying
lead and supporting agencies. To ensure that we remain on track, the Government will continue to
evaluate our progress and adjust our planinresponse to new threats or emerging technologies.

We will continue to engage with industry at every step.

As part of Horizon 1, Government will work with industry to co-design a suite of landmark
legislative reforms that will help us strengthen our cyber shields. This willinclude options for new
cyber obligations, streamlined reporting processes, improved incident response and better
sharing of lessons learned after a cyberincident. This package will be designed with careful
consideration to minimise regulatory burden. As we want our laws to reflect expert advice and
consider the needs of all Australians, we are kicking off a targeted co-design process before
these changes are made.

Our vision is bold and ambitious, but we have a plan to get there.

Australians deserve gold-standard cyber defences and access to the vast economic
opportunities that a strong cyber posture presents. This Strategy marks a significant shiftin
Australia’s approach to protecting our people and businesses from cyber threats. By building
and strengthening our cyber shields, Australians will work together to secure a safe and
prosperous digital future. This Strategy charts our course to get there.

2023-2030 Australian Cyber Security Strategy | 9
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Strategic context

The cyber landscape is evolving quickly, but Australia has a
unique opportunity to lead.

Today, Australia faces a complex cyber security landscape. Australia’s economy is digital,
and the continued adoption of safe and secure digital platforms, technologies and online
servicesis critical for our nation’s productivity and future prosperity. However, cyber attacks
are growing in number, speed and sophistication. The stakes are higher than ever before,
with our most sensitive data and most vulnerable members of the community at risk. But we
also have aunique opportunity to become a globalleaderin cyber security.

Why we must act now

Cyber attacks are accelerating faster than ever before, and we can't afford to wait any

longer. Mallicious activity targeting Australians through cyberspace continues to grow at an
unprecedented rate, with cybercriminals and state-based or state-sponsored actors routinely
targeting our networks and data. The industrialisation of cybercrime has made it easier than ever
for malicious actors to steal valuable data, disrupt our systems and extort Australians for financial
gain. Capabilities and skills that were once solely the domain of states are now available for
purchase and hire by state and non-state groups. State-sponsored actors continue to use cyber
operations to stealinformation and challenge our sovereignty. Criminals and states not only seek
to exploit vulnerabilities in our devices and people, but also disrupt critical infrastructure and
government systems.

As malicious actors grow in number, they are also taking advantage of more advanced tools.
Critical and emerging technologies such as Al, quantum computing and biotechnology will
revolutionise every aspect of Australian life. They will create economic and commercial
opportunities, improve the provision of government services, and enable better health
outcomes. However, these technologies will also create new opportunities for malicious cyber
actors. As our networks and systems become increasingly interconnected, our attack surface
willexpand, allowing malicious actors greater opportunity to target Australians with scale and
speed. Datathatis safe today may not be tomorrow.

Failing to defend our country from cyber attacks willhave devastatingimpacts on our society
and digitaleconomy. As a prosperous country with high online connectivity, Australiais a very
attractive and profitable target for cybercriminals. Ransomware, cyber extortion, scams and

digital theft all take a significant toll on Australian businesses and the community. The cost of

cybercrime on Australion businesses is growing by up to 14% per annum?2.

2. ASD (2023). ASD Cyber Threat Report 2022-2023.
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Why Australia has an opportunity to lead

Australiais not starting from scratch. We have a solid foundation on which to become a world
leaderin cyber security. Itis on this foundation that we have built our Strategy.

One of Australia’s core strengths is our robust legislative system. Our strong legislative and
regulatory frameworks will help enforce new cyber security standards, while our ability to quickly
change these laws will help us adapt to meet our evolving cyber security needs. From regulation of
critical infrastructure under the Security of Critical Infrastructure Act 2018 (the SOCI Act) to the
protection of people, information and assets in the Australian Government under the Protective
Security Policy Framework and associated state and territory arrangements, the Australian
Government can access d suite of levers to enhance our national cyber security. We are well
placed to enact further legislative reform to achieve real whole-of-society changes.

Not only do we have strong laws, we also have strong defences. Australia has a wide range of
intelligence, defensive and offensive cyber capabilities to respond to serious cyber attacks.

The ASD works across the full spectrum of cyber operations to defend Australia from global threats
and advance our nationalinterests. ASD acquires signals intelligence, provides proactive cyber
risk advice and assistance, and may deploy offensive cyber operations. These operations are
designed to deter, disrupt, degrade and deny adversaries where consistent with ASD's existing
legislative and oversight framework, in addition to domestic and international law. The AFP leads
the investigation of serious and organised cybercrime activity impacting government, systems of
national significance, or the wider Australian economy.

The capabilities of ASD and AFP are also enabled by many other government agencies,

industry leaders and community groups. This includes our world-class research, education and
tech sectors, which are driving major technological advancements in cyber security and adjacent
fields. Australia has many globally successful technology companies and strong research
capabilities in critical technologies, including quantum, robotics and Al. Deep partnerships
between academia, industry and government mean that we can afford to raise our aspirations
about what Australia can achieve.

Inour region, Australiais a trusted partner of choice. We place great value on a strong region and
collective capacity building. We have strengthened cyber resilience in our region by supporting
the establishment of national computer emergency response teams, assisting in the development
of new or strengthened national cyber strategies and legislation, delivering awareness-raising
campaigns promoting online safety, and advocating for global tech companies to take security
and safety more seriously.

Globally, Australiais aleading voice on cyber security. Through multilateral forums, we have
demonstrated along-standing commitment to upholding the rules-based international order.
We have stood up for responsible state behaviour in cyberspace and called out instances of
malicious cyber activity by nation states. As a trusted voice on the international stage,
Australia has an opportunity to uplift global standards for cyber security.

These strengths are the backbone of our Strategy, and they fuel our vision for a more secure future.
By building on our strategic advantages and capturing new opportunities, Australio canbecome
aworldleaderin cyber security by 2030.

2023-2030 Australian Cyber Security Strategy 13
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Our
Strategy
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Strong businesses

and citizens

Our citizens and businesses are better protected from cyber
threats, and can bounce back quickly following a cyber attack.

What success looks like

In 2030, all Australians will benefit from a strong digital economy. We envision a future where every
individual and business has the skills and resources they need to be cyber secure.

Cyberisnolonger atechnical topic but a whole-of-nation effort. Responsibility for cyber security
is shared across the community, with more cyber risk allocated to those who are most capable of
addressing them. Small businesses and vulnerable groups will have dedicated support from
government and industry. Government will help business leaders understand their cyber maturity
and find ways to embrace digital technology while continuing to protect their customers.

Diverse communities — including remote and regional communities, culturally and linguistically
diverse groups, First Nations communities, young people, seniors, people with disabilities,

and neuro-diverse people — will be empowered to build their cyber resilience. Australians will
have a clear understanding of cyber risks and know how to get help quickly.

By 2030, Australia will be a hard target for cyber attacks. Our objective is to undermine cybercrime
business models and put Australians in a strong position to respond effectively, including if they
are asked to pay aransom. Larger businesses will play a central role in strengthening the security
of the economy by helping to protect those less able to do so. If cyber extortion occurs, Australians
willknow how to respond safely.

Cyberincidents areinevitable; it's a part of life and doing business online. Yet if things go wrong,
the Australian Government and our community will be well prepared to work together and bounce
back swiftly. The National Cyber Security Coordinator (Cyber Coordinator) and the National
Office of Cyber Security will coordinate whole-of-government incident response efforts.
Businesses will find it easier to report cyberincidents and victims of cybercrimes will get the
support they needtorecover.

16 | 2023-2030 Australian Cyber Security Strategy



How we'll get there

To achieve our 2030 vision, the Australian Government will:

support smalland medium businesses to strengthen their cyber security;
help Australians defend themselves from cyber threats;
disrupt and deter cyber threat actors from attacking Australia;
+ work withindustry to break the ransomware business model;
+ provide clear cyber guidance for businesses;
« make it easier for businesses to access advice and support after a cyber incident; and

secure our identities and provide better support to victims of identity theft.

2023-2030 Australian Cyber Security Strategy
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The problem we face

Small and medium businesses play a vital role in our economy, contributing more than $500 billion®
to annual gross domestic product and employing around 43% of the private sector labour market.*
But Australian smalll businesses consistently express concern over their lack of time, resources and
expertise to uplift their cyber security. They struggle to attract and retain skilled cyber
professionals, procure the right services orknow where to invest in uplifting their cyber resilience.
As aconsequence, small and medium businesses can take longer to recover from a cyberincident
and face higher costs compared to larger businesses.

Forlarge organisations, incidents affecting a small or medium business in their supply chain can
cause significant damage. Anincidentin alarge organisation’s supply chain can cause major
downstreamimpacts, disrupting service delivery. Or, where a small business is integrated into the
networks of alarge organisation, a cyber attack on the smaller entity can unlock a '‘back door’
into the larger organisation that malicious actors can easily exploit.

How the Government will take action

The Australian Government recognises that uplifting cyber maturity can be challenging for small
and medium businesses, particularly when balancing competing priorities. Without appropriate
support and guidance, investment in cyber security can seem overwhelming.

Under thisinitiative, the Government will:

The Government will create a cyber health-check program that will offer a free, tailored
assessment of cyber security maturity to small and medium businesses. Based oninternational
exemplars, the health-check program will provide educational tools and materials to help small
and medium businessesimprove their cyber security posture.

The health check program will support the delivery of the existing Cyber Wardens Program for
small businesses, which allows them to better understand cyber security risks and build in house
capability to manage cyber threats.

As cyber security requirements for small and medium businesses evolve, the Government will
continue to adapt its guidance for business leaders. The Government will ensure that smalll
business support programs are easy to understand and accessible, and that businesses have
strong incentives to participate. Wherever possible, the Government will limit regulatory burden
on smallbusinesses and help them to do what they do best: focus on their businesses and the
goods and services they provide.

3. Australian Small Business and Family Enterprise Ombudsman (2023). Small Business Matters.
4. Reserve Bank of Australia (2023). Recent Developments in Small Business Finance and Economic Conditions.
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The Government will continue to provide victim support services for small businesses to help
themrespond to cyberincidents and bounce back quickly. These services will be closely
coordinated with other support for small businesses, including anti-scams programs led by
the National Anti-Scam Centre.

The Government's new Small Business Cyber Security Resilience Service will provide small
businesses with advice on how to build their cyber security capability and resilience.

This ‘one-stop-shop’ will also help small businesses deal with the aftermath of a cyberincident
and recover quickly. Staffed by professionals who understand small business, cyber security
and mental health, this service will provide small businesses with assistance that is tailored to
their situation, capability and level of cyberrisk.

The problem we face

We must do more to lift cyber awareness across our community. It can be difficult to
understand how to protect ourselves online and for many Australians, good cyber security
behaviours are not front of mind. Yet much like washing our hands or putting on our seatbelts,
cyber security needs to become part of our everyday routine. It'simportant to emphasise that
basic actions — like maintaining a secure pass-phrase, keeping our software up to date, or not
clicking on suspicious links — can have the most effective outcomes.

The landscape of cyber security advice remains hard to navigate for many Australians,
particularly for diverse communities who may be more vulnerable to cyberincidents and
cybercrime. Further collaborative and coordinated action between government, business and
civil society is necessary to simplify the way we talk about cyber security and emphasise that
secure cyber practices can be an everyday skill.

How the Government will take action

Building cyber awareness will provide Australians with confidence and trust to embrace digital
technologies and the opportunities they present. The Australion Government recognises that
genuine behavioural change will take time and is committed to delivering awareness-raising
programs over the long term.

Under thisinitiative, the Government will:

The Government will continue the national cyber awareness campaign to help Australians
understand critical cyber security threats and how to protect themselves online. Partnerships with
the private sector and civil society will be critical to extend the reach of this national campaign
and maintain consistent messaging. The Government will also coordinate this work with other
related areas — such as scams, fraud, identity resilience and Digital ID - to uplift consumer
awareness against online threats across the board.

2023-2030 Australian Cyber Security Strategy 19



2. Empower vulnerable communities to grow their cyber literacy

The Government willempower community organisations to deliver tailored cyber awareness
campaigns to diverse groups, funded by a community grant program. This program will allow
localcommunity leaders to tailor cyber awareness campaigns to the unique needs of diverse
cohorts — such as remote and regional communities, culturally and linguistically diverse groups,
First Nations communities, young people, seniors, people with disability and neuro-diverse
people. Through this program, Government will collaborate with community leaders to develop
bespoke strategies and materials to more effectively engage these groups. This program will be
coordinated with other awareness campaigns, such as on scams, to ensure that these
communities receive clear and consistent advice.

Disrupt and deter cyber threat actors
from attacking Australia

The problem we face

Cybercrime, including ransomware and cyber extortion, can cause large-scale harm to the
Australian economy and national security. Cyberspace is borderless: malicious state actors and
cybercriminals can compromise systems and technologies at distance and at scale. Such attacks
often require minimal technical expertise and few resources, yet can have a majorimpact —
potentially crippling core business functions and critical services like our telecommunication
networks, health system, food supply chains and educationalinstitutions.

Cybercrime is causing significant disruption to our economy. From mid-2022 to mid-2023,
the cost of cybercrime for Australian businesses rose by 14%. The average cost of cybercrime
for small businesses is now $46,000; $97,200 for medium businesses; and $71,600 for large
businesses.® These cyber attacks on our businesses, democratic institutions and critical
infrastructure are unacceptable. Rules and law apply online, just as they do offline.

How the Government will take action

The Australian Government recognises the significantimpact cybercrime can have onindividuals.
Responsibility for cyber deterrence should sit with those most capable of taking defensive action,
so the Government will use all lawful and appropriate levers to deter and disrupt cybercrime.

Under thisinitiative, the Government will:

1. Build our law enforcement and offensive capabilities

We willamplify our domestic law enforcement and offensive cyber activities to make Australia a
harder target for cyber criminals. We approach this task from a position of strength: Australiais
considered a world leaderin ourinvestigatory powers and criminalisation frameworks to
combat cybercrime.

5. ASD (2023). ASD Cyber Threat Report 2022-2023.
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The Government will expand the AFP's contribution to Operation Aquila, the AFP- and ASD-led
joint standing operation aimed atinvestigating and disrupting criminal syndicates. Through
Operation Aquila, the AFP and ASD use offensive cyber capability as a criminal investigation tool
towards prosecution or disruption. Operation Aquila focuses on the highest-priority cybercrime
threatsimpacting Australia, both nationally and internationally. New funding for Operation Aquila
willenhance the AFP's offensive cyber capability to investigate and disrupt cybercrime activity.

The Government is also continuing to deliver ASD’s Project REDSPICE to build world-class,
innovative offensive cyber capabilities that can deliver real world impact to deter, disrupt,
degrade and deny cybercrime. Project REDSPICE will triple Australia’s offensive cyber capabilities
and put malicious threat actors on notice. While details of specific offensive cyber capabilities
and operations remain classified, we are committed to transparency about the rights and
obligations that govern their use.

Cybercrimeis a global threat that requires global solutions. Deepening internationall
collaborationis essential to combat the transnational threat of cybercrime.

The Government will continue to drive global cooperation to effectively prevent, deter and
respond to cybercrime. \We will continue to work with our international partners to crack down on
cyber criminals, including close collaboration with the Five Eyes and international law enforcement
partners via our existing network of AFP liaison officers. We will continue to advocate for global
legal frameworks that effectively combat cybercrime in addition to frameworks that protect
human rights, fundamental freedoms and the rule of law. This includes supporting global efforts to
adopt and implement the Council of Europe Budapest Convention on cybercrime.

In collaboration with our global partners, we will seek to hold criminal groups accountable for their
actions. We will also seek to hold states accountable for malicious cyber activity perpetrated by
actors given safe havenin their territories. We willimpose a cost on those responsible for cyber
incidents, including making public attributions and imposing sanctions when we have sufficient
evidence anditisin our nationalinterests to do so.

We will also build regional capabilities to fight cybercrime in the Pacific and Southeast Asia,
through forums such as the Pacific Islands Law Officers’ Network and ASEAN Senior Officials
Meeting on Transnational Crime. To protect our shared interests, Government will continue to
support more countries within our region to shape the development of new and emerging
international legal frameworks on cybercrime.
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The problem we face

Ransomware is one of the most disruptive cyber threats in the world today. Ransomware and
cyber extortion attacks have demonstrated their capacity to disrupt the lives and livelihoods of
Australians. Malicious cyber actors are developing new technologies to automate ransomware
attacks. 'Ransomware-as-a-service' products can be purchased on the dark welb, making it
easier than ever for criminals to steal valuable data.

Ransomware incidents are under-reported, limiting our national understanding of their true
impact on the economy. Reduced visibility of ransomware attacks canimpactincident response
and harm mitigation efforts. Poor visibility of threats may also contribute to underdeveloped
business risk models.

The ransomware business model is fuelled by payments made to cybercriminals, with
cryptocurrency transactions enabling malicious actors to anonymously profit from extortion
claims. Paying aransom does not guarantee that sensitive data will be recovered. It also makes
Australia a more attractive target for criminal groups.

Throughout consultation, we have heard that businesses feel alone when tackling ransomware.
Business leaders do not have clear guidance on how to prevent and respond to cyber extortion.

How the Government will take action

To make Australia a hard target for ransomware, we must disrupt the ransomware business model.
The Australian Government will take strong action to prevent cybercriminals from profiting from
attacks on Australian citizens and businesses.

Under this initiative, the Government will:

We need early warnings of ransomware attacks to enable the Government to provide the
right support at the right time. We also need to build animproved picture of the ransomware
threat so that we can develop appropriate responses. To stay ahead of the threat, we will
co-design with industry options to legislate a no-fault, no-liability ransomware reporting
obligation for businesses.

Pending design, anonymised reports of ransomware and cyber extortion trends could be shared
withindustry and the broader community to help us take steps to build our national resilience
against cybercrime.

Consistent with our Counter Ransomware Initiative (CRI) commitment, the Australion Government
continues to strongly discourage businesses and individuals from paying ransoms to
cybercriminals. There is no guarantee you will regain access to your information, or prevent it

from being sold or leaked online. You may also be targeted by another attack.
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We've consistently heard that Australian businesses and citizens need clearer advice on how to

respond to ransom demands. As a next step, the Government will build aransomware playbook.

This playbook will provide clear guidance to businesses and citizens on how to prepare for,
deal with, and bounce back from ransom demands.

We will continue to work with our international partners to drive the CRland lead global
cooperation to break the ransomware business model. Australia will take aleadership role
to drive international action to fight back against the threat, starting with our role as Chair
of the International Counter Ransomware Taskforce. Under the CRI, we are working with
50international partners to execute counter-ransomware operations. The Australian
Government will continue working with CRImembers to strongly discourage anyone from
paying aransomware demand.

The Government will also continue its efforts to regulate the use of cryptocurrencies.

The Attorney-General's Department is consulting on major reforms of Australia’s anti-money
laundering and counter-terrorism financing laws, including their application to transactions
involving digital currencies. Separately, the Department of the Treasury is consulting industry on
defining digital asset types and seeking to identify gaps in the current regulatory framework in
relation to digital currencies.

The problem we face

Cyber security is not just good practice; it's good business. A clear understanding of how to
manage cyberrisks is essential for Australian businesses embracing the digital economy.
Many cyber risks could be mitigated by better corporate governance from the board down.

Businesses already have existing obligations to protect their businesses fromrisk.

These obligationsinclude protecting their businesses and customers from cyber attacks.
But many expectations of cyber governance are unclear, and there is scope to identify gaps
inthe current suite of cyber obligations. Industry feedback has flagged that more could be
done to help businesses understand what good cyber security looks like.

When a majorincident occurs, itis important that we understand the vulnerabilities that led

to the malicious attack — and share lessons learned with industry to enhance future cyber
readiness. The Government must enable the efficient and well-targeted delivery of appropriate
guidance to industry to ensure identified vulnerabilities are not further exploited.
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How the Government will take action

The Australian Government will work with industry to ensure cyber security is appropriately
considered in the boardroom, informed by clear guidance on cyber best-practice and lessons
learned from previous cyberincidents.

Under thisinitiative, the Government will:

The Government will consider how best to provide additional information on cyber security
guidance for businesses to help them navigate important obligations and requirements that
should be considered when developing cyber security frameworks. As a first step, the Government
will publish an overview of corporate obligations for critical infrastructure owners and operators.
Next, the Government will consider how best to collaborate with industry to design best-practice
principles to guide good cyber governance.

Initiatives in this space would aim to be principles-based, technology neutral and applicable
to arange of organisations, regardless of their cyber maturity. It will build on existing resources
available through the Australian Institute of Company Directors, Australian Information
Security Association, Australian Securities and Investments Commission, ASD's Australian
Cyber Security Centre (ACSC), the National Anti-Scam Centre, and the Cyber Security
Cooperative Research Centre.

The Government will establish a new process for conducting lessons-learned reviews of
significant cyber incidents. We will work with industry to establish a new Cyber Incident
Review Board, drawing oninternational and domestic models, including the United States
Cyber Safety Review Board and the Australian Transport Safety Bureau.

Following major cyberincidents, this no-fault post-incident review mechanism will seek to
uplift collective cyber security, boosting our ability to hone incident preparation and response.
The proposed review mechanism will not make findings of fault and will not interfere with
incident response or regulatory, intelligence orlaw enforcement functions.

Lessonslearned from these reviews will be shared with the business community and the wider
public. Insights on cyber best-practice will be fed into our national threat intelligence sharing
and blocking networks, our cyber awareness programs, national cyber exercises and other
initiatives to continue to improve our national cyber resilience.
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Make it easier for Australian businesses to access
advice and support after a cyber incident

The problem we face

When a cyberincident occurs, every moment matters. Rapid response willincrease the chances
of timely recovery and help Australian businesses bounce back quickly. However, industry have
flagged barriers that make it challenging to get help after a cyberincident.

Australia’s current regulatory reporting requirements for cyber incidents are complex. Businesses
oftenneed toreport anincident to multiple regulators, depending on their sector, the nature of
theincident, and the severity of the consequences. These obligations serve animportant
purpose, but they must not hinder the capacity of business leaders to respond to anincident.

Additionally, industry are increasingly reluctant to share detailed and timely cyberincident
information with ASD. Businesses are concerned that the information they share could be used for
regulatory action. Such reluctance canlimit the Government's capacity to offer support during an
incident, and it reduces our understanding of the national threat picture.

Industry has also flagged difficulties when engaging incident response firms. There is lack of clarity
around professional standards for incident response providers, leading to inconsistent service
quality. Without rapid and high-quality support, incidents can grow in scale and cause
devastating consequences for Australian businesses and citizens.

How the Government will take action

The Australian Government has already taken steps by appointing the Cyber Coordinator to
lead the coordination and triaging of government action in response to a major cyberincident.
Building on this, the Government will put measures in place to ensure industry is supported as
effectively as possible during a cyber incident.

Under this initiative, the Government will:

1. Simplify incident reporting

Through Project REDSPICE, the Government is already enhancing cyber security incident
reporting throughits one-stop shop at cyber.gov.au. To help industry navigate mandatory cyber
incident reporting obligations, the Government has developed a single reporting portal on
cyber.gov.authat brings key reporting links togetherin one place.

As anext step, the Government will explore options to make it easier for businesses to meet their
regulatory obligations, which may include potential regulatory change or form simplification.
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Information provided to Government in the early stages of a cyberincident is critical to effective
incident response. We will encourage open engagement with Government during anincident by
co-designing options to legislate a limited use obligation for ASD and the Cyber Coordinator.
This obligation would aim to limit how information that industry shares with ASD and the
Coordinator can be used by other Australian Government entities, including regulators. A limited
use obligation would notimpact regulatory or law enforcement actions, or provide animmunity
from legalliability. As animmediate step, we will start by developing an interim approach for ASD.

The Government also seeks to provide business and community leaders with greater confidence
when they engage cyber security professionals. This willinclude co-designing an industry code of
practice forincident response providers. This code will clearly define the service quality and
professional standards that are expected from third-party cyberincident response providers.
This code will be co-designed with industry to ensure that cyber security firms provide fit-for-
purpose services consistent with public expectations.

7

The problem we face

Ouridentities are one of the most sensitive and valuable types of personal data. Cybercriminals
goto greatlengths to stealidentities of Australian citizens, including through large-scale
breaches of business customer data. Personal data, including identity information, is bought
and sold on the dark web for a high price.

Identity theft can have devastating consequences for individuals. Recent high-profile cyber
incidents have demonstrated the enduring harms experienced by Australians if theiridentities are
stolen. Victims of identity theft may spend days or weeks trying to reclaim their stolen identities,
facing significant financialloss. Currently, victims need to navigate a complex web of services and
are often left to shoulder the emotional and financial burdens alone.

Diverse communities can be more vulnerable to cyberincidents and face additional barriersin
seeking assistance. Culturally and linguistically diverse groups may face language barriers when
seeking support. People who are hard of hearing may find it challenging to access support
services if capacity constraints restrict in-person support. Other groups — including First Nations
communities and seniors — face significant challenges if theiridentities are lost.

Beyond the personal toll onvictims, identity theft has a substantial collective impact on society
atlarge. The most recent survey in 2019 indicated that identity theft has cost Australia more than
$31billion® and has affected 20 per cent of Australians.” If identities can be easily stolen or
defrauded, our communities may lose trust in our public institutions. Essential services that rely
ondigitalidentity verification — such as our financial and banking systems — could be at risk of
severe disruption.

6. Australian Institute of Criminology (AIC) (2021). Identity crime and misuse in Australia: Results of the 2021 online survey.
7. AIC(2023). Cybercrime in Australia 2023.
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How the Government will take action

The Australian Government aims to secure our identities from cyber attacks and provide better
support to victims of identity crime.

Under thisinitiative, the Government will:

The Government is continuing to develop the Digital ID program and the National Strategy for
Identity Resilience to reduce the need for people to share sensitive personal information with
government and businesses to access services online. This will mean fewer records of individuals
ID data and documents held by commercial and government organisations — reducing the risks
andimpact of identity theft and fraud. Cyber security of the Australian Government's Digital ID
Systemis central toits design and the expanded program will continue to adopt best-practice
cyber security standards such as ISO/IEC standards, the Australian Government's Protective
Security Policy Framework, and the Australian Cyber Security Centre’s Essential Eight to mitigate
cyber security incidents. This is supplemented by additional protective security requirements
specific to Digital ID for accredited providers participating in the Digital ID system.

1

The Government willincrease funding for victim support services to help more individuals recover
fromidentity theft to better protect themselves and other Australians. This will build on existing
services provided by government and not-for-profit organisations and will be closely integrated
with support services through cyber.gov.au.

This funding will enable case management services to allow individual victims of identity crime to
obtain specialised support - including guidance on how to recover their identity, advice on how
to mitigate damage and replace identity credentials, and education on warning signs that their
identities continue to be misused.

2023-2030 Australian Cyber Security Strategy 27



Safe

technology

Australians can trust that their digital products and services
are safe, secure and fit for purpose.

What success looks like

Cyber securityis a public good. By 2030, all Australians should feel protected by a secure and
resilient digital economy. They should feel confident that cyber security will be enforced by those
most capable of managing it across each layer of the technology supply chain.

Consumers and businesses will benefit from widespread adoption of cyber security standards
across our technology and software markets. Our digital products will be secure by design and
default. When purchasing digital devices or software, consumers should have peace of mind
knowing that their technology is protected from cyber attacks and does not have embedded
vulnerabilities that will put them or their families at risk.

In consultation, industry has called for a harmonised approach to cyber security standards for
digital products. Our technology security standards will be designed to be consistent with
international best-practice. Australia will work closely with industry and our international partners
to design and align common security standards.

In addition to protecting our software and hardware, we also need to secure our data.

Our most valuable datasets require adequate protections that keep pace with the current
cyberlandscape, withoutimposing unduly burdensome requirements on industry. Thisincludes
streamlined data retention requirements that are appropriate and proportionate.

We must also prepare for new and emerging technologies. The Government will continue to
proactively support the development of emerging and critical technologies that have security
at their core and safety in their design. By 2030, Australians should be able to safely embrace
the opportunities presented by critical and emerging technologies - including quantum, Al,
and advanced communications systems such as 6G.
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How we'll get there

To achieve our 2030 vision, the Australian Government will:

+ ensure Australians can trust their digital products and software;
+  protect our most valuable datasets; and
+ promote the safe use of emerging technology.

Ensure Australians can trust their
digital products and software

The problem we face

Products and services without built-in security can present vulnerabilities that malicious actors
can easily exploit, potentially undermining public trust in technology. Many digital products do
not have security standards built in by design, or turned on by default. As aresult, consumers
and businesses can be offered less secure products and services, with insufficient expertise to
manage therisk.

These market failures are particularly prevalentin the global 'Internet of Things' (IoT) or smart
devices market, with the average Australian home set to have 33 connected devices by 2025.8

As the smart device market expands to include products like autonomous vehicles and
distributed energy devices, these vulnerabilities could create systemic risks for society and
the economy — and potentially facilitate cyber-enabled foreigninterference.

8. Hughes, C, Average number of internet-connected devices per household in Australiain 2020 and 2021 with a forecast
for 2025, Statista, Hamburg, 2023, accessed 14 November 2023.
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How the Government will take action

The Australian Government will pursue a balance of voluntary and mandatory actions to enhance
the security of our technology. These actions will provide end-users with confidence that their
digital products are safe to use, without hindering industry innovation.

Under thisinitiative, the Government will:

The Government will work with industry to encourage the adoption of international standards for
secure-by-designin digital technologies such as loT devices. In the short term, we will collaborate
with industry experts to co-design options to legislate a mandatory cyber security standard for
loT devices. The standard could be aligned to international standards to ensure consistency
between jurisdictions and minimise the regulatory burden on Australian businesses, while meeting
our national security objectives.

To help consumers make informed choices about the security of devices on the market,

the Government will also develop a voluntary labelling scheme for consumer-grade smart
devices. These reforms will align Australia with international markets, including the United States,
Singapore and the United Kingdom.

The Government will work with industry and international partners to shape the development
and adoption of international software security standards, including secure-by-design and
secure-by-default practices. As afirst step, we will work with industry and our internationall
partners to co-design a voluntary code of practice for app stores and app developers.

This code will clearly communicate expectations of cyber security in software development.

App stores are one of the best channels for intervention, as they are the single biggest
marketplace to access consumer software. App stores also play a critical role in influencing
software development practices by setting standards to screen products sold on their stores.
The Government will work with industry to develop clear guidance on actions that app stores
and developers can take to protect consumers and businesses from cyber attacks.

Onthe international stage, we will work with Quad partners to harmonise software standards for
government procurement. Together with India, Japan and the United States, we are mapping our
shared software standards and identifying opportunities to shift to common security standards.
Aligning our standards will streamline procurement processes for industry, and our collective
purchasing power will help set strong IT security standards across global markets.

The Government will develop a framework for assessing the national security risks presented by
vendor products and services operating within and entering the Australian economy. Using this
framework, the Government will help industry manage supply chain risks and make informed
procurement decisions about the security of products and services. We will also consultindustry
on further options to limit the availability of non-secure products in the domestic market.
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The problem we face

Datais animportant source of growth for the Australian economy, helping organisations conduct
transactions, make better decisions and improve their products and services. Businesses and
global markets rely on the secure and free flow of data. Effective use of data helps Australian
citizens get access to goods and services that are tailored to their needs.

In the wrong hands, data can allow malicious actors to do us harm. It can be held forransom and
used as a tool for coercion. Mishandling of sensitive and critical datasets can cause grave
damage to Australia’s nationalinterests. Technological advancements have enabled malicious
actors to develop vast data profiles on businesses, individuals and officials for intelligence-
gathering and commercial purposes.

The Privacy Act 1988 (the Privacy Act) covers the security of personalinformation held by entities
with an annual turnover of more than $3 million. Recent reforms to the SOCI Act and the
introduction of the Hosting Certification Framework for the Australian Government were vital
stepsin securing Australia's sensitive government and business data holdings. However, there is
limited guidance for commercial, sensitive or critical datasets that fall outside the scope of these
existing regulations.

Thereis also no common methodology by which the private sector can assess and communicate
the value of datain a standardised way. Many businesses have voiced concerns that they are
required to store substantial data records for excessive periods of time, which can often be
high-value targets for malicious cyber actors. Some organisations take proactive steps to protect
theirdata holdings, but thisis often done inisolation, leading to inconsistent application of
security controls and creating practical barriers to data sharing.

How the Government will take action

While the Australian Government has frameworks in place to protect personalinformation,
we must continue to ensure that our data settings are fit for purpose as dataincreasingly
becomes aresource to be collected, transferred and traded.

Under this initiative, the Government will:

The Government willidentify Australia’s most sensitive and critical datasets across the economy
- particularly those that are not appropriately protected under existing regulations, yet are
crucial to our nationalinterests. This will allow us to assess whether existing data protections,
including storage and governance settings, are proportionate and effective. Where gaps are
identified that render these datasets vulnerable, the Government will explore options to better
safeguard sensitive data across the economy.
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The Government will review Commonwealth legislative data retention requirements, with a focus
on non-personal data, to determine whether existing provisions are appropriately balanced.
Complementing our response to the Privacy Act Review, which will examine laws that require
retention of personalinformation, the review will consider any unnecessary burden and
vulnerabilities that arise from entities holding significant volumes of data for longer than
necessary. Following the outcomes of this review, the Government will explore options to minimise
and simplify data retention requirements.

The Government will review the data brokerage ecosystem to assess whether further actionis
required to address risks associated with the transfer of data to malicious actors via data markets.
This review will complement the proposed reforms to the Privacy Act.

The Government will also develop a voluntary data classification model, offering guidance to
help industry identify, assess and communicate the relative value of their data holdingsin a
consistent and unified way. This will enable businesses to segment information and implement
proportionate operational controls, reducing enterprise risk.
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The problem we face

Emerging technologies are delivering significant benefits across the economy and our society.
Astechnological change accelerates, innovations are nearimpossible to predict, especially in

the long term. Extraordinarily rapid growth in the functionality and scale of digital tools —

including expansionin the capabilities of large language models like ChatGPT and text-to-image
models like Stable Diffusion — make it difficult to plan for the future. Next-generation connectivity,
such as autonomous vehicles or smart cities, will establish a new era of digital infrastructure.
Advanced robotics systems willincrease the pace of automation, boosting productivity in multiple
sectors —including healthcare, manufacturing and agriculture. Building our capabilities in these
technologiesisimportant to ensure we can keep pace with change and leverage new
opportunities as they emerge.

With increased reliance on critical and emerging technology comes the potential foran
increased attack surface, expanding scope for malicious actors to attack our digital systems.
We are already seeing significant cyber threats posed by these technologies, such as phishing
attacks created by generative Al. As these develop, it willbecome increasingly difficult for the
average person to distinguish legitimate communication from malicious attacks and fraud.

These technologies are also subject toimmense strategic competition, and while presenting a
range of benefits, could pose significant risks to our nationalinterest. They will transform economic
competitiveness, national and international security, as well as democratic governance and
social cohesion. Australia must be ready, and ensure that our digital ecosystem s prepared for
rapid transformation. Through continuous horizon scanning, and ongoing analysis of emerging
technologies, we need to manage the risks and opportunities posed by these technologies.
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How the Government will take action

The Australian Government is committed to supporting responsible innovation and advancements
in emerging technologies throughout their full lifecycle, while retaining our strong stance on cyber
security. The Strategy will support Government's efforts to address cyber and broader national
security risks posed by critical and emerging technologies, including through enhanced industry,
international and community engagement to ensure that these technologies are designed and
developedinline with ourinterests.

Under thisinitiative, the Government will:

Australia’s world leading Al ethics principles were animportant first step in developing and
adopting trusted, secure and responsible Al. Following Australia’s commitment to the Bletchley
Declaration at the Al Safety Summitin November 2023, we will continue to work with other
governments, civil society and the tech sector to ensure that Al is designed, developed,
deployed, and used in a manner that is safe, secure, trustworthy and responsible. Our goal is
to help ensure Al systems can be relied upon by Australians, while supporting innovation.
Thisincludes ensuring the right guardrails are in place, and supporting security by design,

to ensure our citizens can trust the Al tools they use.

Building on our multimillion-dollar investment in Australia’s Al capability, the Australian
Government will continue to explore practical steps it can take to support the safe development
and diffusion of Al technologies across the Australian economy, recognising the significant
benefits they are already delivering and the significant future potential that they offer.

The Government is already preparing for the possible disruptive impact of quantum
computing. Advances in quantum computing could leave contemporary cryptography
insecure, meaning that the technology we've become reliant on to protect our data will no
longer keep our information safe. To prepare for these risks, we must anticipate future
requirements of encrypted systems as we transition to post-quantum cryptography.

We will continue to monitor developments in quantum computing and set standards for
post-quantum cryptography. This will include updating guidance in the Information Security
Manual = ASD's publicly available cyber security framework that offers guidance for
organisations on protecting their systems and data from cyber threats. Organisations will also
be encouraged to prepare for the post-quantum future by conducting a review of their data
holdings, and developing a plan to prioritise and protect sensitive and critical data. By keeping
up to date with modern cryptographic algorithms, Australia will be best placed to ensure we can
keep ourinformation safe and secure.
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World-class threat

sharing and blocking

Australia has access to real-time threat data,
and we can block threats at scale.

What success looks like

Australians should feel confident that the Government and industry are working together to
identify and block cyber threats before they cause significant harm. Cyber threat intelligence
sharing plays a crucial role in enhancing threat visibility across the economy, with collaboration
between Government andindustry helping to build a holistic threat picture. The Government
draws onits access to expertise and information from classified sources to help businesses
anticipate and respond to sophisticated cyber threats. Meanwhile, industry provides real-time
data onemerging threats and vulnerabilities, helping the Government to enhance preparedness
and response options.

New technologies and practices willinevitably shape the threat landscape and improve our
capacity to share threat information at scale. By 2030, we will have a thriving whole-of-economy
threat sharing and blocking network that will build on ASD's existing intelligence threat sharing
platforms to enhance our ability to share cyber threat intelligence at machine speed across the
nation. This network willinclude enhanced industry-to-industry information sharing, providing a
multi-directional 'hub and spoke' model feeding data back into government threat intelligence
systems and enabling information to be effectively distributed to industry. Real-time threat
sharing will facilitate automated threat-blocking capabilities, enabling industry and the
Government to block cyber threats before they reach end users.

How we'll get there

To achieve our 2030 vision, the Australian Government will:
create a whole-of-economy threat intelligence network; and
scale threat-blocking capabilities to stop cyber attacks.
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The problem we face

As cyber threats grow in scale and sophistication, a whole-of-economy threat picture is critical to
build preparedness and mitigate risk. Existing initiatives, such as ASD's intelligence threat sharing
platforms and the Cyber and Infrastructure Security Centre’s Trusted Information Sharing
Network, enable multi-directional government-industry and industry—industry threat intelligence
sharing. However, industry has highlighted the need to improve national mechanisms to share
strategic and tactical threat intelligence.

Industry-led threat intelligence sharing platforms continue to develop, including Intelligence
Sharing and Analysis Centres (ISACs). However, more action is needed to promote cross-sectoral
threat-intelligence sharing across industry. Some sectors have mature arrangementsin place,
such as the financial sector. Others, like the health sector, have less capability to share, receive or
actoncyber threat information, leaving large parts of the economy lacking a comprehensive
threat picture.
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Aholistic solution to cyber threat sharing requires enhanced government-industry and industry—
industry engagement. But there is arisk of fragmentation if domestic ISACs and threat sharing
platforms are not integrated with government threat sharing initiatives. We need to enable better
collaboration between government and industry to improve the quantity, quality and speed of
threat sharing.

How the Government will take action

The Australian Government will create a whole-of-economy threat sharing network through
public—private partnerships that facilitate the rapid exchange of threat intelligence.

Under thisinitiative, the Government will:

Industry has critical responsibilities to manage and mitigate cyber risk across the economy.

To help industry respond to cyber threats, the Government will work with business leaders to
facilitate genuine co-leadership on cyber security issues, enabled by improving industry's access
to strategic threat intelligence. We will establish a coalition of government and industry leaders
under the Executive Cyber Council. The Council will act as a key forum to build cross-sectoral trust
and share strategic threat intelligence, in addition to driving public-private collaboration on other
priority initiatives under the Strategy.

The Government willinvest in automated solutions to ensure we maintain visibility of threat

activity across the economy. We will continue to enhance ASD's existing threat sharing platforms,
co-designed withindustry, to ensure that they can absorb expected future growthin the scale of
cyber threat intelligence. This will amplify our ability to generate and share threat intelligence across
the public and private sectors at machine speed, enabling organisations to move quickly to protect
their networks when threats are identified.

The Government will also support industry-industry threat sharing by investing in a Threat Sharing
Acceleration Fund to support the development of sector-specific ISAC in Australia. This fund will help
buildindustry capabilities for intelligence collection and dissemination. This will be compatible with
ASD's existing Cyber Threat Information Sharing platform and run knowledge-sharing programs to
exchange best practice betweenindustry members.

The Threat Sharing Acceleration Fund will start with aninitial pilot for the health sector.

Australians are rightly concerned about the cyber security of our health system — our hospitals

and general practitioners hold some of the most sensitive data about Australians and their

families. However, the health sector also has one of the lowest cyber maturities across industry.
Through the Threat Sharing Acceleration Fund, the Government will seek to support the cyber
security of Australia’s health sector by helping health providers identify cyber threats and share best
practice. This pilot will focus on building the capability of Australia’s health system to identify threats
and share intelligence between medical service providers.

By facilitating threat sharing between health providers, a Health ISAC will help industry address
critical gapsinthe cyber security of our health system. To ensure we develop a unified national
threat picture, this ISAC will be integrated with existing government threat sharing platforms.

To promote uptake of threat sharing, the Government will encourage and incentivise industry to
participate in threat sharing — with a particular focus on organisations most capable of collecting
and sharing threat information at scale, such as critical infrastructure.
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The problem we face

Threatintelligence sharing is essential to building a stronger threat picture, butitis only the first
step. In order to effectively block threats at scale before they reach end users, threat intelligence
must be putinto action.

Australia’s current approach to threat blocking is multifaceted, incorporating a mixture of
technical capabilities, regulatory functions, and baseline mitigation strategies implemented by
both government bodies and industry. Telecommunications and internet service providers (ISPs)
have adopted a wide range of approaches to threat blocking. These entities need better access
to high-confidence threat information to help them adopt comprehensive measures to block
malicious cyber activity.

As threat actors become more sophisticated, it is essential forindustry and government to
share actionable, timely and contextualised threat intelligence to facilitate effective threat
blocking capabilities.

How the Government will take action

The Australian Government is already building our national capability to block scams and harmful
content through the launch of the National Anti-Scam Centre, as well as defining industry codes
that specify responsibilities of the private sector in relation to scam activity. We have also made
regulatory amendments to help telecommunications providers take proactive action to block
threats. To further enhance our national threat blocking capabilities, the Australion Government
will support and promote threat blocking across industry.

Under this initiative, the Government will:

Building on existing work led by the National Anti-Scam Centre, the Government will support
telecommunications and ISPs to block threats at scale. We have established a National Cyber
Intel Partnership to develop cutting-edge threat blocking capabilities. Comprised of industry
leaders and cyber experts from academia and civil society, the Steering Group is piloting the
development of an automated, near-real-time threat blocking capability. These capabilities will
build on, and integrate with, existing government and industry platforms. The Steering Group will
inform the deployment of further threat blocking capabilities that can prevent identified threats
fromreaching end users.

As we build our threat intelligence sharing capabilities, we will develop more effective threat
blocking technologies that work at machine speed and leverage machine learning algorithms to
actively respond to the changing threat environment.

Drawing on the work of the Steering Group, the Government will also seek to encourage
and incentivise threat blocking across the economy by those most capable of doing so —
including telecommunication providers and ISPs.
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Shield

Protected critical
infrastructure

Our critical infrastructure and essential government systems
can withstand and bounce back from cyber attacks.

What success looks like

In 2030, every Australian should have peace of mind, knowing that essential services — such as our
electricity grid, water supply and banking systems — are able to withstand and bounce back from
hazards that might disrupt their functions. The array of critical infrastructure we rely on every day
must be able to better prevent, respond, and be resilient to cyber attacks.

Owners and operators of critical infrastructure and designated Systems of National Significance
need to have clear visibility of the risks they face — including cyber threats, personnel risks,
physical hazards and natural disasters. Under the SOCI Act, they must put appropriate risk
mitigation plansin place to protect against these threats. Through regulation and proactive
collaboration, the Government will work with industry to provide a high level of assurance that
owners and operators are complying with their security obligations.

The Australian Government will also lead by example. Government needs to hold itself to the
same standard asitimposes onindustry. As we increasingly adopt new and enhanced
technology to support arange of government services, we will strive for a high level of cyber
maturity, fostering public trust that we meet world-class cyber security standards. In doing so,
we will work with state, territory and local governments to build a nationally consistent and
robust culture of cyber resilience.
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Figure 2: Australia’s 11 designated critical infrastructure sectors
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To achieve our 2030 vision, the Australian Government will:

clarify the scope of critical infrastructure regulation;
+ strengthen cyber security obligations and compliance for critical infrastructure;
+ uplift cyber security of the Commonwealth Government; and

+  pressure-test our critical infrastructure to identify vulnerabilities.

13

The problem we face

Australians must have confidence in the security and resilience of critical infrastructure sectors to
deliver essential goods and services. Telecommunications and financial services should be
resilient to major disruptions and external hazards. Energy, water and healthcare services, as well
as food and grocery providers, should be available when we need them. Australians should not
have to worry about suffering from the consequences of a cyber attack on unsecured critical
infrastructure providers or their supply chains.

The SOCI Act provides arobust framework for defining and regulating the cyber security
obligations for critical infrastructure. However, recent incidents have identified gaps in our cyber
security regulation where it does not sufficiently cover specific sectors, entities or assets. Insome
cases, there are multiple regulatory frameworks that cover the same type of entity, creating
unnecessary duplication and complexity. In other cases, obligations are unclear or some entities
are not held to consistent cyber security standards.

How the Government will take action

The Australian Government will continue consultation with industry to ensure that our world
leading critical infrastructure laws remain fit for purpose.

Under thisinitiative, the Government will:

The Government will work with industry to move the security regulation of the telecommunications
sector from the Telecommunications Sector Security Reforms (TSSR) in the Telecommunications
Act 1997to the SOCI Act. This will better align obligations for critical infrastructure entities that
span multiple sectors, reduce regulatory duplication and complexity, and provide scalable
obligations for the telecommunications sector.

The Government will also seek to clarify cyber security obligations for managed service providers,
aligning closely with data protection initiatives established under Shield 2. Together, these
initiatives will complement the protections and obligations for personal information established
by the Privacy Act and action taken by the Government to strengthenindividuals' trust in the
management and storage of personal data.
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The Government will explore options to incorporate cyber security regulationinto ‘all hazards'
requirements for the aviation and maritime sectors. The Government will develop areform
agenda to strengthen Australia’s aviation, maritime and offshore facility security settings,
including positive obligations to proactively manage cyber-related risks under existing legislation.
This willinclude stronger cyber security obligations on aviation, maritime and offshore facility
regulated entities, including other critical infrastructure that enables international transport and
shipping routes.

Government will also consult with industry to clarify the application of the SOCI Act to

ensure critical infrastructure entities are adequately protecting their data storage systems.

This consultation will focus on ‘business-critical’ data storage systems where vulnerabilities
couldimpact the availability, integrity, reliability or confidentiality of critical infrastructure assets.

12

The problem we face

Our criticalinfrastructure must be resilient to cyber threats in the face of heightened geopolitical
risk, capable nation-state actors, and sophisticated cybercriminals. Cyber incidents affecting
criticalinfrastructure entities may cause cascading impacts across the Australian economy due
to our heavy reliance on their services.

Systems of National Significance are systems that would cause disproportionate damage to
Australia’s economy or national security if they were subjected to a cyber attack. Toreduce the
risk of major disruptions to our communities and businesses, these systems need to be able to
withstand large-scale cyber attacks.

When cyber attacks are launched against our critical infrastructure and government

systems, we must bounce back by responding and recovering quickly. However, responding

to acyberincidentis not just about the technical event. Government and industry also need

to work together to appropriately manage the ongoing consequences of a cyber attack.
Following recent cyberincidents, critical infrastructure entities have called for better government
support to help manage the ongoing impacts of anincident.
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How the Government will take action

The Australian Government will continue to work closely with industry to defend our criticall
infrastructure and Systems of National Significance. We will protect these systems with
multilayered defences to shield against the most sophisticated cyber attacks.

Under thisinitiative, the Government will:

1. Enhance cyber security obligations for Systems of National Significance

To protect our Systems of National Significance, the Government will expedite implementation
of the Systems of National Significance framework. The framework will include Enhanced Cyber
Security Obligations for these most vital systems, requiring them to have enhanced measuresin
place to ensure they bounce back quickly from a cyber attack.

The Government will also scale up ASD's Critical Infrastructure Uplift program, under which ASD's
cyber experts partner with critical infrastructure providers to harden their networks.

2. Ensurecritical infrastructure is compliant with cyber security obligations

The Government will ensure regulated entities are appropriately informed of their obligations
under the SOCI Act - including the obligation to develop, maintain and comply with a critical
infrastructure risk management program — by finalising a compliance monitoring and evaluation
framework. As part of this framework, the Government will consult with industry on developing
enhanced review and remedy powers, including the power to direct entities to uplift risk
management plans if they are seriously deficient.

3. Help critical infrastructure manage the consequences of cyber incidents

The Government will consult with industry on how it can help entities better manage the
consequences of cyberincidents. Thisincludes the proposal to introduce alast resort all-hazards
conseguence management power to help industry deal with secondary consequences stemming
from significant incidents, where no other Commonwealth, state or territory legislative levers are
available to provide an effective response. Under this proposed power, Government would be
able to authorise specific actions to manage consequences of a nationally significant incident,
including cyber attacks or other hazards. Such powers reflect calls from critical infrastructure for
enhanced government support when managing the ongoing impacts of anincident.

1 5 Uplift cyber security of the
Commonwealth Government

The problem we face

The Australian Government needs to hold itself to the same standard itimposes onindustry.
Governmentis an owner and operator of critical infrastructure, and it also holds some of the most
sensitive data about our people, economy and national security. As part of their core functions,
Commonwealth, state, territory and local governments all provide essential services to our
society. They form a critical part of our nation's digital infrastructure.

42 | 2023-2030 Australian Cyber Security Strategy



Governmentinformation and services can be high-value targets for malicious and state-
sponsored threat actors. Cyberincidents can threaten the information held by the Government,
public trustin ourinstitutions, and the various digital functions that governments provide. For this
reason, the Government has a vital role in setting best practice cyber security standards — arole
recognised by nearly all stakeholders during consultation. Industry has clearly voiced an
expectation that Governmentimproves its own cyber security, in addition to imposing higher
standards on other organisations.

Australia urgently needs a new approach to government cyber security. Enduring and low
levels of cyber maturity across many Australian Government entities have revealed major
gapsinour security posture. We have significant cyber skills shortages in the APS, and many
government systems do not yet meet the ASD's Essential Eight strategies for mitigating cyber
security incidents. To uplift our collective cyber security, the Government must itself adopt
cyber best practices — including driving accountability for cyber security across its own
departments and agencies.

How the Government will take action

Deliver a plan to uplift Commonwealth cyber security to position the Australian Government as a
world-class trusted digital government.

Under this initiative, the Government will:

The Cyber Coordinator will be enabled to lead whole-of-government cyber security uplift.

As part of their role, the Coordinator will oversee the implementation and reporting of cyber
maturity across Commonwealth departments and agencies. The Coordinator will also work
collaboratively with state, territory and local governments to promote investment that will drive
ameaningful shiftin government cyber maturity.

To protect the Australian Government’s data and digital estate, we will build on the best
practice principles established within ASD's Essential Eight. We will also draw on internationally-
recognised approaches to zero trust, aiming to develop a whole-of-government zero trust
culture. We willimplement defined controls across our networks that will be consolidated into
the Australian Government Information Security Manual, and enabled through the Protective
Security Policy Framework.

To provide ongoing accountability, we will develop aninternal cyber security program and
assurance function. We will scale up support to government entities uplifting their maturity
against the Essential Eight. We will also conduct regular reviews of the cyber maturity of
Commonwealth entities as part of the Investment Oversight Framework led by the Digital
Transformation Agency. These reviews will inform further evolution of our security frameworks
and help government entities meet changes in the evolving threat landscape.
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2. ldentify and protect critical systems across government

Governmentinvestmentsin cyber security must be focused on the systems that are most critical to
our nationalinterests, economic prosperity and social cohesion. To help prioritise our investments,
we will designate ‘Systems of Government Significance’ that need to be protected with higher
security standards. We will map the Government's most important digital infrastructure, assessing
thelevel ofimpact if these systems were disrupted.

3. Upliftthe cyber skills of the Australian Public Service (APS)

The APS play a critical role in driving the cyber security posture across government. The Government
willinvestin developing the cyber skills of the APS, establishing a federated approach to growing
and managing ourin-house cyber capabilities.

1 Pressure-test our critical infrastructure
to identify vulnerabilities

The problem we face

While this Strategy will better equip Australian citizens and businesses to protect themselves from
cyber attacks, malicious actors will continue to identify and target vulnerabilities. To counter this,
we need to stay ahead of the threat — we need to pressure-test our critical infrastructure to
identify potential vulnerabilities before they are exploited.

All businesses should ensure that they are appropriately prepared to defend, respond to and
recover from a cyberincident. However, the importance of critical infrastructure to maintain
essential services necessitates a heightened level of readiness. In addition to identifying
vulnerabilities in our networks, we also need to rehearse our incident response plans so that we
are prepared for cyber incidents when they occur. By testing our national coordination
mechanisms, it will be easier to get help and resume business continuity after anincident.

How will the Government take action

The Australian Government will build our national cyber readiness by proactively identifying and
closing gapsin our cyber defences and incident response plans.

Under thisinitiative, the Government will:

1. Conduct national cyber security exercises across the economy

The Cyber Coordinator willlead a National Cyber Exercise Program, exercising the full
spectrum of incidence response plans, consequence management and communications
channels. Engaging closely across all sectors, the Government will exercise cyberincident
scenarios to test established processes to support businesses and the economy in the event
of anincident. These exercises will ensure that cyber crisis arrangements are understood,
integrated andrehearsed.
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This program will complement and build on the Enhanced Cyber Security Obligation to conduct
exercises, applicable to Systems of National Significance under the SOCI Act.

Running national exercises also presents a valuable opportunity to share cyber best practice
across sectors. Operators and stakeholders will share strategies to identify opportunities for
enhancement and further alignment across the nation in the event of anincident. Following these
exercises, the Cyber Coordinator will develop playbooks forincident response. These playbooks
willaugment guidance to business leaders and lessons learned from the Cyber Incident Review
Board under Shield 1.
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Sovereign

capabilities

Australia has a flourishing cyber industry, enabled by a diverse
and professional cyber workforce.

What success looks like

By 2030, Australia will foster a thriving cyber security ecosystem that attracts, grows and retains
talent, houses strong cyber security companies and capabilities, and nurtures innovative new
technologies. Our nation will be recognised for pioneering work in cyber technology and applied
sciences, with alarge, skilled and diverse cyber workforce.

High-quality education and training opportunities will support defined pathways into the cyber
security profession. Our cyber workforce will be professionalised, with clear standards to validate
cyber skills and experience. By leveraging our existing commitments to landmark reforms across
the immigration, education and training systems, we will assemble a world-class cyber workforce
that welcomes people from a wide range of backgrounds. Our cyber workforce will be inclusive,
with strong career opportunities for diverse cohorts — especially women, who are significantly
underrepresentedin the sector.

Australia will have a thriving and robust cyber security industry that supports national prosperity,
generates high-wage jobs, and creates innovative solutions to current and future cyber security
requirements. Cyber security firms will be supported by a robust market, with better opportunities
to obtain government contracts and investment to stimulate growth.

Australia’s strong academic and research institutions will continue to drive world leading cyber
research andinnovation. Through closer, focused collaboration between industry and
government, we can tackle some of the toughest cyber security problems and invest in the secure
development of emerging technologies like Aland quantum computing.
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How we'll get there

To achieve our 2030 vision, the Australian Government will:

+ grow and professionalise our national cyber workforce; and
+ accelerate ourlocal cyberindustry, research and innovation.

Grow and professionalise our
national cyber workforce

The problem we face

Industry suffers from ongoing shortagesin the cyber security workforce, with alack of
representation of women and other diverse groups. Firms face challenges recruiting and retaining
experienced world-class cyber talent — exacerbated by complex migration paths for foreign
experts, and competition with higher pay rates abroad. Al and other emerging technologies are
likely to transform cyber roles and reshape skill requirements as automated tools assume greater
responsibility for core network protection functions.

Employers are facing a shortage of cyber professionals and a mismatch between job
requirements and employee skills. A lack of sufficient job-ready experience is a key challenge for
industry, with graduates and workforce entrants often requiring further on-the-job training to
become proficient.
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Improving the inclusivity and diversity of the cyber security workforce isimperative for the sector to
reachits full potential. Beyond attracting more women and underrepresented cohorts into the
cyber security sector, employers also have arole in fostering a workplace culture that is genuinely
inclusive and embraces diversity. The cyber security sector needs to retain diverse talent to take
advantage of a much wider spectrum of cyber skillsets, experiences and capabilities.

Industry has also identified inconsistencies across the Australian cyber security sectorin
meeting global cyber workforce standards. The absence of a national standard for cyber skills
means employers lack assurance that the workforce is appropriately trained and that their
qualifications are fit for purpose. To meet future cyber workforce needs, we need to transform
our digital skills pipeline.

How the Government will take action

The Australian Government recognises that our cyber security workforce will constitute the
foundation for sustained growth in the domestic cyber ecosystem. We will take immediate steps
to foster a stronger, more diverse cyber security workforce — while providing businesses with
greater confidence in the qualifications of cyber professionals.

Under this initiative, the Government will:

The Australian Government has already commenced delivery of reforms to support and grow
amore effective education and training system that will address Australia’s digital and cyber
security workforce needs. The newly established Jobs and Skills Australia and the Jobs and

Skills Councils will work together to identify and meet future workforce needs, while also
providing industry with a stronger voice, to deliver the best outcomes for learners and employers.
This willinclude assessing workforce needs for cyber security skills.

The Government has taken steps to progress interventions at every stage of the skills pipeline.

To encourage young people to pursue careers in the cyber workforce, learning cyber skills needs
to startin primary and secondary school. The Government will continue to integrate cyber security
teaching within Australian primary and secondary school education, in line with recent changes to
the Australian Curriculum.

The Government is also making targeted investments at the graduate level by providing
additional higher education Commonwealth Supported Places to support priority workforces,
including in cyber, information technology and STEM (science, technology, engineering and
mathematics) related fields.

Migration reforms will complement domestic skills pipeline initiatives to attract talent and make
Australia a destination of choice for global cyber experts. The Government's Migration Strategy
will establish a clear set of objectives for the migration system, bolstering our commitment to
better coordination and integration of migration with the Australian labour market and training
and education systems. A new global outreach capability and re-energised local outreach
network will allow us to access critical talent pools and put Australia back in competition with
other countries for the highly skilled migrants we need.
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To create a diverse cyber workforce and tap into the potential of a broader market, the
Government will work with industry to promote targeted support and return-to-work
programs for women, underrepresented groups and diverse communities. The Government
will alsoissue cyber diversity guidance to help employers attract and retain diverse cohorts
into cyber security professions. This guidance willinclude specific recommendations on how
toincrease employment of women and First Nations people in cyber roles, acknowledging
the major barriers they face to find and maintain jobs in the sector.

The Government will continue to consult with industry and work with the Executive Cyber

Council to develop whole-of-economy initiatives to improve the diversity of the cyber workforce.

The Government's response to the Pathway to Diversity in STEM Review will provide a further
opportunity to consider concerted and systemic action to address thisissue in the long term.

To support a thriving ecosystem, we will also work with industry to enhance efforts to
professionalise the cyber security workforce. This will create clear pathways into cyber security
roles, reduce barriers to entry and build greater consistency across the cyber workforce.

Aclear cyber skills framework will provide assurance to employers that the cyber workforce is
appropriately skilled, and will give workers confidence that their qualifications and relevant
experience are recognised and fit for purpose.

The Government's reforms to the vocational education and training (VET) system will provide
training relevant to Australia’s labour market and keep pace with emerging skills needs,
including in critical areas like cyber security. This will be bolstered by a new five-year National
Skills Agreement that will ensure aresponsive VET sector provides the right training for critical
and emerging industries. The Government will further invest in Australia’s cyber security skills by
offering ASD's cyber expertise to leading vocational training pathways and rolling out ASD's
Essential Eight Assessment Course to TAFE's cyber consortium.

The Government has also asked the Australian Universities Accord to examine ways that tertiary
qualifications can better align with skills needs — now and in the future. By connecting employers
and tertiary institutions, we will promote a dynamic approach to shaping cyber qualifications to
ensure graduates and apprentices are job ready and competitive in the workplace.
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The problem we face

Australia’s cyber security industry supports our prosperity, generates new jobs and contributes
over $2 billion to annual gross domestic product. However, the industry is hampered by challenges
around workforce attraction and retention, translation of research and innovation into successful
start-ups, and access to domestic and international markets.

Consultation with industry highlighted the Government's role as a potential customer to cyber
security businesses and its ability to use its purchasing power to invest in new and innovative cyber
products. Currently, alack of home-grown capabilities deepens our dependence on offshore
providers, undermining national sovereignty and stifling growth in this vital sector.

Sovereign capabilities need to be cultivated in key areas of our cyber ecosystem by investingin
training pathways, commercial opportunities and research programs. We need to maintain
ongoing investment in research and development of the cyber technologies that willunderpin
Australia’s future digital economy.

How the Government will take action

The Australian Government will continue to identify and drive opportunities to grow the cyber
security sectorand invest in national cyber research programs.

Under this initiative, the Government will:

We will promote the growth of innovative start-ups and small-to-medium enterprises by
establishing a Cyber Security Challenge program, delivered through the existing Business
Research and Innovation Initiative. This program will provide funding for cyber start-ups and
small businesses to partner with government and develop innovative solutions to cyber security
challenges facing Australia. This program will also support other key priorities outlined in this
Strategy — such as developing cutting-edge technologies for threat sharing and blocking,

or advancing post-quantum cryptographic techniques.

The Government's $15 billion National Reconstruction Fund (NRF) will also continue to support,
diversify and transform Australia’s key industries. The NRF will target projects and investments
that help Australia capture high-value market opportunities to help businesses grow and
succeed. It will provide finance to drive investments that develop capability in priority areas,
including advanced information communication technologies, critical technologies including
Aland quantum, and others relevant to cyber security.
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The Government has also announced a $392.4 million Industry Growth program, through which
innovative start-ups and small and medium enterprises will be able to receive support to
commercialise ideas and grow their businesses. The program will provide advice and matched
grant funding for projectsin the NRF's priority areas, including those relating to cyber security.
Companies’ ability to expand and sell their products into priority international markets will also
continue to be supported by Austrade’s Landing Pads program.

Through the Buy Australian Plan, we will harness Government's purchasing power to support the
cyber security sectorin Australia. To further support the sector to flourish, we will work with industry
to encourage the right kind of foreign investment inlocal cyber enterprises.

We will continue to support growth of the cyber security sector through measures reflecting our
commitment to related research and development — including through Cooperative Research
Centres and the Australian Research Council's Centres of Excellence and National Competitive
Grants Program. Through the revitalisation of Australia’s National Science and Research Priorities,
the Government will explore options for further research efforts to drive innovation in cyber security
and adjacent technologies.
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Resilient region and

global leadership

Australia’s region is more cyber resilient, and is prospering
from the digital economy. We continue to uphold
international laws and norms and shape global rules and
standards in line with our shared interests.

What success looks like

By 2030, Australia envisages aregion better able to manage, mitigate and recover from the
impacts of cyberincidents. Australia will continue to cooperate and build coalitions with
international partners, industry and civil society to shape and advocate for rules, norms and
standards that are consistent with our shared interests and values.

Australia will be the partner of choice for cyber security, with the trust and expertise required to
manage increasing threats to the region; our regional efforts will deliver sustainable and shared
cyberresilience. With our assistance, partners will have developed and retained the skills and
capacity to be more cyber resilient. Though threats proliferate, few attacks will inflict significant
damage, because protections are strong and recovery is swift. Increased resilience and strategic
stability willensure an open, stable and prosperous region, where citizens and businesses benefit
from access to the global digital economy.

International standards for critical technologies will reflect Australia’s interests and expertise.
Global technology markets will be transparent and competitive, with a diversity of suppliers of
products and services that are secure and safe by design. Australian citizens and businesses will
reap the economic and security benefits of high-quality standards and digital trade rules.

Astable cyberspace will be supported by the agreed framework for responsible state behaviour.
There will be clear consequences when states contravene their obligations and commitments.
Theinternet will be open, free, secure and interoperable — with responsible and accountable
multi-stakeholder management and governance.
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To achieve our 2030 vision, the Australian Government will:

support acyberresilient region as the partner of choice; and

shape, uphold and defend international cyber rules, norms and standards.

19

The problem we face

Building cyberresilienceis a shared global challenge. Countries in the region are experiencing the
same scale and sophistication of cyber threats as we are, but many of our regional partners are
trying to face this challenge from alower base of security. As our region’s reliance on the digital
economy and connectivity grows, so does the need to strengthen regional capability and cyber
resilience. Australia and international partners can better coordinate and enhance efforts to
support our neighbours.

Geostrategic competitionis playing out in the Indo-Pacific on multiple levels. Australia’s security
and prosperity are linked to our region and the implications of unchecked coercion and
competitionin our region are serious. Australia must maintain an active role to ensure strategic
stability and prevent states with different values and strategic objectives from shaping the region
according to theirinterests, at our collective expense.
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How the Government will take action

The Australian Government will support cyber uplift among our neighbours. Australia willenhance
cyber cooperation through existing forums, frameworks and initiatives. This includes bilateral,
minilateral, multilateral and multistakeholder partnerships — such as the Quad and the Counter
Ransomware Initiative. Australia will also build new partnerships and consider new mechanisms to
coordinate and align collective efforts to lift cyber resilience, including with the Partners in the Blue
Pacific. We will be guided through engagement with our Pacific and Southeast Asian partners,
including as a member of the Pacific Islands Forum and through engagement with the Association
of Southeast Asian Nations (ASEAN), to determine country-specific needs and regional priorities.

Under thisinitiative, the Government will:

Australia will continue to work with our neighbours in the Pacific and Southeast Asia to build a
more cyber resilient region. Our cooperation and assistance will continue to be coordinated by
Australia’s Ambassador for Cyber Affairs and Critical Technology.

We will refocus Australia’s cyber cooperation and capacity building efforts to be more targeted,
impactful and sustainable and to enable our neighbours to better prevent cyberincidents and
recover quickly when they occur. Recognising that people engage with cyber security issuesin
different ways, our efforts will continue to consider gender equality, disability and social inclusion.
Thisincludes continuing support for the United Nations Women, Peace and Security agenda,
aswell as Australia’s National Action Plan on Women, Peace and Security 2021-2031.

When severe cyberincidents occurin our region, Australia will be better positioned to respond
torequests for assistance. Australia will establish a regional cyber crisis response teamin the
Department of Foreign Affairs and Trade, drawing on expertise from government, industry,

and the technical community. In response to partner government requests following a significant
cyberincident in the region, the team will help contain the spread andimpact of cyber incidents
and restore critical services and infrastructure.

Industry can help drive an uplift in cyber maturity and security throughout our region.

The Australian Government will work with regional governments, the private sector,

and technical community partners to pilot options to use technology to protect the region
atscale. We will leverage industry solutions to protect more people, systems and data from
cyberthreats.

Stronger connectivity will help businesses in our region securely access new opportunities
in the global economy. We will use existing programs, including the Australian Infrastructure
Financing Facility for the Pacific and the Quad Partnership for Cable Connectivity and
Resilience, to strengthen undersea cable systems in the Indo-Pacific. Investmentsin cable
infrastructure willenable connectivity and build cyber resilience in the region, including
Australia’s $78 million investment in subsea cable connectivity in the Pacific.

The private sector also has animportant role to play in building security into all products.

Inline with our work on Safe Technology in Shield 2, Australia will work with manufacturers and
technology providers to ensure countries in the region can access more secure products and
services, so that they do not have to compromise between digital development and security.
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Shape, uphold and defend international
cyber rules, norms and standards

The problem we face

As states with different principles impose their values through standards-setting forums,
Australia must do more with international partners to defend and strengthen the internationall
standardisation system, advocating for our shared interests and amplifying regional voices.
As we increasingly rely on digital goods and services, we need to ensure digital trade rules
provide better economic opportunities for businesses and consumers.

Cyber attacks on our democratic institutions or critical infrastructure are unacceptable.
Malicious cyber activity globally can play an escalatory role in and around conflicts, including
resulting in cascading critical infrastructure effects or disrupting humanitarian operations.
States must act to uphold the agreed framework of responsible state behaviourin cyberspace,
calling states out when they act contrary to this framework.

Across cyberspace we are increasingly seeing countries with interests at odds with our own trying
torewrite the existing and agreed rules. The ecosystem of technologies on which the internet
depends also faces an enduring existential threat. We must defend the governance of this
ecosystem and its multi-stakeholder model, to protect and promote a peaceful, stable and
interoperable cyberspace.

How the Government will take action

Greaterinternational engagement and cooperation makes Australia more stable, confident and
secure at home, and more influential in the world.

Under this initiative, the Government will:

1. Supportinternational standards for transparent and secure

development of technology
Australia will protect and strengthen the international standardisation system. We will promote
robust international standards in the technology underpinning cyberspace, the internet and the
digitaleconomy, including emerging technologies. Australia will work with global partners to
ensure technology markets are transparent and competitive, with a diversity of suppliers for
products and services that are secure and safe by design.

We will also seek to align with international best practice and support the established and
effective approach to the development of international standards: industry-led and arrived at by
consensus. We will support multi-stakeholder participation in standard setting to include relevant
expertise and deliver outcomes consistent with our values and economic interests.
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Australian businesses, workers and consumers benefit from an open, reliable and interoperable
environment for digital trade. This means an environment that reinforces the international
rules-based trading system and promotes trust in the online environment. Rules that support
digital trade cooperation can help bridge digital divides and promote inclusion - both across and
within national borders. Australia will continue to drive development and implementation of
high-quality digital trade rules that address digital protectionism while maintaining appropriate
flexibility to protect broader public policy interests.

Australia will also strengthen coalitions in our region to defend the existing model for the internet.
We will continue to defend the technicalinfrastructure essential to the availability and integrity of
theinternet and its institutions, and oppose efforts to bring the technicalmanagement and
governance of the internet under government control. We will do this by promoting the multi-
stakeholder model of internet governance and strengthening the capacity for all stakeholders
—including industry, civil society, academia and the technical community — to engage ininternet
governance mechanisms.

We will collaborate with our existing partners and build new partnerships to uphold international
law and the agreed framework for responsible state behaviour that underwrites our stability,
prosperity, independence and sovereignty in cyberspace.

All countries have agreed to arules-based cyberspace, founded on existing international law
and norms. International law, complemented by agreed voluntary norms of responsible state
behaviour, confidence-building measures and capacity building, provides a robust framework
for predictability and stability in cyberspace. When implemented and adhered this framework
provides a toolkit to address threats posed by state-generated and state-sponsored malicious
cyber activity.

Australia willleverage our role as an honest broker in United Nations discussions to clarify how
internationallaw appliesin cyberspace and strengthenimplementation of the framework for
responsible state behaviourin cyberspace. Such efforts willinclude enhancing cooperation
through regional forums, including as part of the Pacific Islands Forum and through engagement
with the ASEAN Regional Forum.

Australia will deploy all arms of statecraft to deter and respond to malicious cyber actors.

We will work with our international partners to take action to impose costs on individuals and
organisations that make cyberspace less safe and secure. Thisincludes calling out instances
where states act to undermine or breach international law and norms, and imposing sanctions on
those who carry out or facilitate significant cyber incidents — when we have sufficient evidence
anditisinour nationalinterests to do so.

In allits actions, Australia willuphold existing international law and the agreed voluntary norms of
responsible state behaviourin cyberspace.
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Next steps:

Implementation
and evaluation

How we will ensure we are on track to deliver

Implementation is central to achieving our vision. The Australian Government has developed the
Cyber Security Strategy Action Plan (the Action Plan), which translates the commitments and
initiatives in this Strategy into immediate actions to deliver concrete outcomes.

To ensure we deliver our initiatives, the Australian Government will:

We have committed dedicated resources across government departments and agencies to
deliver the initiatives in this Strategy. This includes funding for the implementation of specific
initiatives, co-investment with industry partners, stakeholder engagement programs, and the
overallgovernance and oversight of the delivery of the Strategy.

The Government has allocated clear accountabilities for each initiative in the Strategy.

Our Action Planidentifies the lead agencies accountable for the delivery of each action,

and supporting agencies that willenable implementation. The Cyber Coordinator will be
responsible for whole-of-government coordination of the delivery of the Strategy — including
collaboration with state, territory and local governments.

The Strategy has been developed in close consultation with industry and civil society. To achieve
our 2030 vision, the Government will continue to adopt a genuine and transparent co-leadership
approach, engaging in co-design wherever possible and ensuring our actions balance robust
regulation and appropriate incentives.

After the launch of the Strategy, the Government will start a targeted consultation process to
co-design specificinitiatives with industry. This willinclude proposed legislative reforms, and other
initiatives that will affect businesses and their cyber security obligations. This consultation process
will directly inform the design and implementation of these initiatives.

The Government will also establish an Executive Cyber Council with industry leaders to support
this consultation approach. Convening twice a year, this new strategic partnership willenable
broader collaboration on national cyber security priorities, including initiatives driven under this
Strategy. Comprising executives from across industry, the Council will complement other cyber
governance groups, including the Data and Digital Ministers’ Meeting and the Critical
Infrastructure Advisory Council, to uplift Australia’s cyber ecosystem through strong leadership.
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Implementation of the Strategy will be supported by robust evaluation of all initiatives.

This willinclude assessment of the impact of individualinitiatives and the effectiveness of the
overall strategy in achieving our 2030 vision. We will continue to assess the nature of the threat
environment and the strength of our national cyber shields to defend Australian citizens and
businesses. This evaluation will be informed by feedback from industry and community leaders,
threatintelligence, and lessons learned from cyberincidents.

We will adopt a flexible approach to delivering this Strategy that adapts to the changing
geopoliticallandscape, threat environment and trends in the technology market.

The Government will explore opportunities for new initiatives over the medium andlong term,
to ensure we continue to make meaningful progress towards our vision. To ensure our actions
remain focused and fit for purpose, we will release an updated Action Plan every two years.

Our determination to implement the vision outlined in this Strategy will ensure Australiaiis
positioned for enduring success and prosperity, underpinned by a world-class cyber security
industry, a cyber-aware citizenry, effective and targeted government regulation, better support
toindustry, and deeper cooperation with international partners. We will be more resilient to cyber
attacks and primed to respond ably and rapidly when they occur, to maintain the security and
prosperity of our community and economy. Together, we can achieve our vision of becoming a
world leaderin cyber security by 2030.
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Appendix A:

List of acronyms

artificialintelligence

Australian Federal Police

Association of Southeast Asian Nations

Australian Signals Directorate

Internet of Things

Information Sharing and Analysis Centre

Privacy Act 1988

science, technology, engineering and mathematics

Security of Critical Infrastructure Act 2018

Telecommunications Sector Security Reforms

vocational education and training

Al

AFP

ASEAN

ASD

loT

ISAC

Privacy Act

STEM

SOCI Act

TSSR

VET
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